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Abstract—Over the past few years, Internet of Things (loT) has many radio frequency (RF) transmitters and receivers are
emerged as a promising paradigm that connects various physical deployed, and the goal of the military is to explore the potential
devices to the Internet, and contributes to the development 4 aypoit civilian 10T software defined radio infrastructure as
of countless next-generation applications. As a major enabler - o - .
for 10T, IPv6-based Low Power and Lossy Networks (LLNS) radio fr_equency sensors to attain information dommance_ [2].
have been receiving considerable attention as a mature solution According to Cisco, the IoT market has grown for some time
for scalable data collection in an ubiquitous computing and and is due to reach 31 billion connected devices by 2020 and
communication infrastructure. In order to provide efficient 75 pillion devices by 2025 [3]. The McKinsey Global Institute
point-to-multipoint_and multipoint-to-point communication, a  f4racasts the economic impact of loT reaching as high as $11

novel routing protocol for LLNs, also well-known as RPL, has . . . . .
been proposed and standardized. Nonetheless, due to devicesm”'on by 2025, and a massive chunk of that is predicted to

constraints on processing power, memory, and energy, and |iVe in bUSineSS and industrial applications [4] By |eVeraging
the lack of specific security models of RPL routing protocol, edge and fog computing, a variety of communication solutions,
LLNs become an ideal target for various security attacks. In and various network architectures, we envision that wirelessly
this paper, we propose a Gini index-based countermeasure, connected smart devices in the realm of 10T will enhance

also called GINI, to effectively detect and mitigate sybil attack . . - - .
in RPL-based LLNs. where the malicious node multicasts an INformation accessibility and availability as well as improve

excessive number of DODAG Information Solicitation (DIS) our life further.

messages with different fictitious identities to cause the legitimate  In the context of promptly emerging 10T applications, IPv6-

nodes to restart the Trickle algorithm frequently and broadcast pased Low Power and Lossy Networks (LLNs) comprised
a large number of DODAG Information Object (DIO) messages ot 5 myriad of multi-sized and various resource-constrained

to quickly drain the limited energy resource of legitimate nodes. . . s . .
We also present a simple analytical model and its numerical devices endowed with the capabilities of sensing, computing,

results in terms of detection rate. We evaluate the proposed and wireless Communicating_ represent a key enabler for loT
GINI countermeasure through extensive simulation experiments deployments. For example, in order to support a number of

using OMNeT++ and compare its performance with two existing advanced smart-grid applications and its benefit as a true
schemes, SecRPL and two-step detection. The simulation resmtsmulti-service platiorm, Cisco proposes an open-standards-

show that the proposed GINI countermeasure can not only . e
improve detection rate and detection latency, but also reduce based IPv6 architecture for smart-grid field area network

energy consumption, indicating a viable approach against sybil deployments that make use of or are built on IPv6 technology
attack in the Internet of Things. For continuous improvement and LLNs [5]. However, wide distribution, openness, and

and future research, we further discuss the proposedGINI |imited resource make smart meters, distribution automation
countermeasure in terms of design features, design constraint, geyjces, and smart-grid field area networks look especially
and possible extensions. - .

attractive to attackers and become an ideal target for cyber

Index Terms—Sybil Attack, Denial-of-Service, Gini Index, attacks [6]. Therefore, security and specifically the ability

RPL, Low Power and Lossy Networks, Internet of Things to detect compromised devices, together with securing the
routing functionalities and collecting and preserving evidence
. INTRODUCTION of an attack or malicious activities emerge as a priority in

successful deployment of 0T applications.

He vision of Internet of Things (IoT) foresees a futuré - -
. . ) N . As the demand of providing Internet connectivity to
communication paradigm in which information systems . . g . .
resource-constrained devices and efficiently constructing reli-

will be seamlessly integrated with heterogeneous smart sensgrs . . . )
and objects that are capable of communicating with each other: routes over lossy wireless links increase, a novel routing
tocol for LLNs, also referred to aBPL [7], has been

. . . [}
without human intervention [1]. These smart and connect (rjgposed by Internet Engineering Task Force (IETF) Working

devices generate data that will be utilized by loT applicatior%roup. One of the design features of RPL is that the protocol

to aggregate, analyze, and deliver insight, which helps drive_"". . ) . .
ggregate, yz€, . gnt, which help IS flexible and dynamic so that it can operate in harsh envi-

more informed decisions and actions. 10T applications are ex- . . . L .
: e o ... tonments with low-speed links potentially experiencing high
pected to penetrate a variety of civilian and military application . . )
. . ._error rates, while generating very low control plane traffic. In
areas, such as smart grid, smart transportation, smart cities,.. . . .
. . : dition, RPL offers other attractive features such as Trickle

smart home, etc. For example, in a smart city environmen

algorithm limiting the chattiness of control plane, various
C. Pu is with the Weisberg Division of Computer Science, Malish rOUI!ng metrics for dynamic link a”O_' r_IOde’ and _mu“"tOPOlOgy
University, Huntington, WV 25755, USA (e-mail: puc@marshall.edu). routing. However, RPL was not originally designed with the
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consideration of security requirements for cyber attacks, aresults indicate that the proposed countermeasure can not
security mechanisms are also optional to implement becausdy accurately detect and mitigate sybil attack, but also
they greatly affect the performance of resource-constraingidnificantly improve the performance in terms of detection
devices [8]. Thus, RPL-based LLNs are vulnerable to variouate, detection latency, and energy consumption.
Denial-of-Service (DoS) attacks that primarily target service The rest of the paper is organized as follows. An overview
availability by disrupting network routing protocols [9]. of existing and relevant literature is provided in Section Il.
In this paper, we present and investigate a potential Dd$®e basic RPL operations and its potential vulnerabilities are
attack, which issybil attack, in RPL-based LLNs. In sybil presented and analyzed in Section llI, respectively. Section
attack, the malicious node multicasts an excessive numiérfocuses on the adversarial model and the proposed coun-
of DODAG Information Solicitation (DIS) messages withtermeasure. An analytical model and its numerical results are
different fictitious identities to cause the legitimate nodegresented in Section V. Extensive simulation experiments are
to restart the Trickle algorithm frequently and broadcast Rrovided and analyzed in Section VI. We further discuss the
large number of DODAG Information Object (DIO) message®roposed countermeasure in terms of design features, design
In RPL, DIS and DIO are control messages necessary @@nstraint, possible improvement, and the immunity to other
build the routing topology. As a result, inmoderate receivin@ttacks in Section VII. Finally, concluding remarks with future
and broadcasting control messages drain the limited enefggearch direction are provided in Section VIII.
resource of legitimate nodes, and finally cause the legitimate
nodes to be unable to communicate and suffer from denial
of service. The sybil attack primarily targets the vulnerability In this section, we analyze a variety of existing security at-
of DIO transmission mechanism in RPL by violating arfiacks and countermeasures in LLNs and similar environments.
implicit assumption, i.e., all legitimate nodes unhesitatingly A significant amount of research work has mainly fo-
and faithfully broadcast a DIO message when they receivecdsed on developing countermeasures to defend against dif-
DIS message without a Solicited Information option, or witferent attacks in various environments, such as camouflage-
a Solicited Information option and all matched predicates Pased detection against selective forwarding attack in En-
the Solicited Information option. In light of these, we proposergy Harvesting Motivated Networks (EHNets) [13], [14],
a Gini index-based countermeasure to effectively detect adeknowledgment-based approach against stealthy collision at-
mitigate sybil attack. Our contribution is summarized belowtack in EHNets [15], single checkpoint-assisted approach
. : against selective forwarding attack in Wireless Sensor Net-
» We present an OVerview of RPL routing prgtocol, anggorks (WSNs) [16], DSR-based bait detection scheme against
lyze the vuIn(_ara_b|I|t|es of D_ODAG Infor_matlon Ob_JeCtrouting misbehaviors in Mobile Ad Hoc Networks [17],
(DIO.) transm|35|on mechan|sm and Trickle algorl_th amming-resilient multipath routing protocol against jamming
and_ identify a potential and severe DoS attack,_ which tack in Flying Ad Hoc Networks [18], countermeasure
syb!l attack..To show the serious perfor.mance_ |mpa<_:t ainst interest flooding attack in Named Data Networking
sybil att_ack in RPL-based LLNs, prel!mmary S|mulat|or[1 ], [20], RPL-based secure routing protocol against rank
result_s n terms_of energy consu_mptlon and changes nipulation attack in Internet of Things [21], optimization
DIO timeout period are also provided. _ model with optimal resources usage and security guarantee in
. We Propose a novel counter_rn_ef’:\sure and its correspondngS [22], optimization framework with security and quality
techniques based on the Gini index theory, also referrggserviCes (QoS) guarantee in WSNs [23], and multi-channel

to as_GINI, against Syb”. attack. The ba}sm ".j.ea 9f th peration based approach against beacon jamming attack in
GINI is to measure the dispersity of the identities in th?/ehicular Ad Hoc Networks [24]

received DIS messages to detect sybil attack. We alsoAS the emergence of loT and rapidly proliferating 0T ap-

?nalr)]/ <€ Lhe ?r']m gdex 'Ejheotrz with its nbumerlclgldreisqtlr: lications, investigating potential attacks in RPL-based LLNs
0 showhow the &ini index theory can be applied 10 tg,q peen a top priority over the past few years. The [10]
detection of sybil attack.

Wi imol tical del of the GINI Hresents a DAO insider attack in RPL's Internet of Things
+ VV€ propose a simple analytical model of the an etworks, where a malicious node sends fake DAO control

show |ts_n_ume_r|c_al results in terms of detection rate. V\fﬁessages to its parent nodes periodically to trigger parent
also r.eV'S't existing SecRPL sche_me [10] and tW_O'SterPodes to forward the fake messages upward to the root node.
detection approach [11], and m0d|fy_ them to wo_rk n th%xtensive simulation results show that this attack can have a
frgmework for performance comparison. In ao!d|t|on, Wetrimental side effect on the performance of RPL’s Internet of
d|squss the proposgd GINI cogntermeasurg n terms_ ings networks, such as increasing power consumption and
design features, design constraint, and possible extensp&gncy, and reducing reliability. The authors in [25] model
for future research. sybil attack using artificial bee colony algorithm and then
We develop a discrete event-driven simulation framework lgropose an intrusion detection algorithm against sybil attack
using OMNeT++ [12] and evaluate its performance through the Internet of Things. Since sybil attack is a population-
extensive simulation experiments in terms of detection rateased attack and the foraging behavior of fictitious identities
detection latency, and energy consumption. The simulatiensimilar to the foraging behavior of honey bees, sybil attack

II. RELATED WORK
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is modeled into five phases, namely initialization phasegéi$n can provide an accurate sybil detection decision by analyzing
factor computation, compromising or fabricating phase, contand evaluating user’'s profiles in social network, but also
gious phase, and hive selection and launching phase. To detetbduces a long detection latency because of data collection.
sybil attack, three new variables, namely nonce ID, contrbi [30], a distributed approach using the traffic flow theory is
message counter, and timestamps, are added in the DODgi@posed to detect sybil attack in VANETS, where each vehicle
Information Object (DIO) control message. The nonce ID iwill monitor its neighborhood in order to detect an eventual
allocated to each node when it joins the network, and alsgbil attack by comparing between the real accurate speed of
broadcasted with unique DODAG ID to the neighbor nodethe vehicle and the one estimated using the vehicle-to-vehicle
If the nonce ID and DODAG ID in the received message do nobmmunications with vehicles in the vicinity. However, this
match with the previous record, there is a potential possibiligpproach requires implicit monitoring and a large amount of
of sybil attack. Control message counter and timestampsnigssage exchanges between vehicles, which introduce a sig-
used to track the number of received control messages anificant amount of energy consumption. Compared to the prior
the time of arrival of received control messages to detect thpproaches, the proposed GINI countermeasure is designed
sign of sybil attack, respectively. In [26], a time-based trustvith a lightweight detection technique without introducing
aware RPL routing protocol (SecTrust-RPL) is proposed amdtra energy consumption. In addition, the GINI can quickly
implemented to protect Internet of Things against sybil attackspond to the change of network traffic to further reduce the
as well as rank attack. The basic idea of SecTrust-RPL is thispact of sybil attack in the network.
each node computes the trustworthiness of its direct neighbordhe [31] presents a survey on countermeasures offered
based on the direct trust value and the recommended tricstdefend MANETs, WSNs, and WMNs from sybil attack.
value. The neighbor nodes with higher trust values are chosHme investigated defense mechanisms are categorized into
to be involved in routing operations, while nodes with lowesymmetric cryptography using a central authority, random key
trust values are categorized either as malicious nodes wtre-distribution, radio resource testing, received signal strength
launch destructive and devastating attacks or selfish nodes vidicator, time difference of arrival, neighborhood data, and
seek to preserve their resources. energy trust-based system. A survey of sybil attacks and
In [27], a comprehensive characteristic analysis of sylitheir defense schemes in the Internet of Things are provided
attack in the Internet of Things is provided. The entire process [32], where three types of sybil attacks with different
of sybil attack is classified into three phases as compromisbaracteristics including social structures and behaviors are
deployment, and launching phase based on the natureid#ntified. In [33], a detailed review of RPL standard along
attack operations. The proposed sybil attack modeling canWwih recently identified security attacks and their mitigation
used to better understand various states that a sybil attaakethods are provided. The [34] investigates the important
undergoes, and the possible action it takes in each statspects of 10T cybersecurity, such as the state-of-the-art of
However, it is quite challenging to adapt it in the desigthe current position and potential future directions, the major
of sybil attack in RPL-based LLNs, where all nodes areountermeasures against loT attacks, and the applications
constrained in terms of processing power, memory, and enengy.industries. In addition, a four-layered IoT cybersecurity
The [28] first investigates advanced sybil attack in Vehiculamfrastructure and a taxonomy of attacks on loT cybersecurity
Ad Hoc Networks (VANETSs) where sybil attacker conductare provided.
power control to deliberately change transmission powers toln summary, various attacks and their countermeasures have
avoid being detected by RSSI-value based countermeastyeen well studied in various networks and similar environ-
Then, it proposes a power control identification sybil attaakents. However, little attention has been paid to sybil attack
detection scheme to find anomalous variations in RSSI timed corresponding countermeasure in RPL-based LLNs.
series, which are used to identify sybil attackers via a linear
Support Vector Machine classifier. Unlike prior RSSI-based _ )
techniques that assume a constant transmission power, AngOverview of RPL Routing Protocol
authors consider sybil attackers who perform power controlIn order to provide a specific routing solution for Low Power
to launch the attack. This is the first study that investigatasnd Lossy Networks, where a set of resource-constrained de-
sybil attack with varying transmission powers in VANETSsvices (later nodes) communicate directly or indirectly through
However, the proposed detection scheme is designed basedbsny links with high packet error rate and link outages, a
Support Vector Machine classification method to differentiateovel distance vector and source routing protocol, naRield
sybil nodes from normal nodes, which is not suitable fas proposed in [7]. RPL organizes nodes in one or more
resource-constrained nodes in RPL-based LLNs. The [2Dgstination-Oriented Directed Acyclic Graphs (DODAGS) to
proposes a prediction system that can be leveraged in thaintain the network state information. Each DODAG consists
manipulation of deep-learning solution model solving thef a number of normal nodes and one DODAG root, and is
problem of sybil attack in social network, where a datdistinguished by RPL Instance ID, DODAG ID, and DODAG
harvesting module, a feature extracting mechanism, andversion Number. In DODAG, normal nodes collaboratively
deep-regression model are functioning in a systematic formdollect and forward information to the DODAG root, while
analyze and evaluate user’s profiles. The proposed appro#wh DODAG root is responsible for connecting to the Internet.

Ill. RPL ROUTING PROTOCOL AND SYBIL ATTACK
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Fig. 1. (a) A new node:;, multicasts the DIS message to probe for the DIO message from adjacent nodes to join the network; (b) Example of Trickle algorithm
atny, where upward arrows represent emitted DIO messages and downward arrows represent received DIS messages; (c) A maligipuautidciests
multiple DIS messages to launch sybil attack, where overlapped red and blue arrows represents multiple DIS messages and DIO messages, respectively.

RPL relies on four types of control messages to establish DIO messages is dynamically adjusted according to the
and manage DODAG: DODAG Information Object (DIO)stability of routing information. More specifically, if a node
DODAG Destination Advertisement Object (DAO), DODAGreceives the DIO message piggybacked with the routing infor-
Information Solicitation (DIS), and DODAG Destination Ad-mation that is consistent with its currently stored information,
vertisement Object Ack (DAO-Ack). After the deployment oft reduces the emission rate of DIO message. When the DIO
LLNs, the DODAG root will first issue a DODAG Information message piggybacked with inconsistent routing information is
Object (DIO) control message to construct a DODAG anekceived, the node increases its emission rate of DIO message.
build upward routes directed from other nodes to the DODA&dditionally, a DIS message which is used by a new node
root. The DIO control message includes the DODAG root\who wants to join the existing DODAG is also considered as
ID, the rank of the DODAG root, and an Objective Functioinconsistent routing information, since the network topology
which describes the routing metrics and constraints. Wheill be changed after the new node successfully joins the
a node receives the DIO message and is willing to join tH2ODAG.

DODAG, it adds the sender of DIO message to its parent list,As shown in Subfig. 1(a), suppose that a new nage
computes its own rank according to the piggybacked Objectivants to join the existing DODAG, and then broadcasts a
Function, and passes on the DIO message with the updall®& message. When an adjacent node, e.g,,receives the
rank information. In RPL, the rank is used to imply the node’®IS message fromu,, it terminates the scheduled emission
position relative to other nodes with respect to a DODAGf DIO message, and restarts the Trickle algorithm from a
root. When the DIO message reaches the border node, pegiod of a minimum length,,,;,,. Here, the Trickle algorithm
upward route is built and each node can send/forward tke shown in Subfig. 1(b), where the time is divided into
information to the DODAG root through its parent list. In ordeperiods of variable length. Usually, the node schedules the
to build end-to-end communication (downward routes) frommission of DIO message at a random time,, in the

the DODAG root to other nodes, the border node needs to issezond half of each period, and then listens to wireless channel
a DODAG Destination Advertisement Object (DAO) controfor inconsistent routing information (e.g., DIS message from
message to propagate reverse route information and reconetv node). If the node does not receive a DIS message or
the nodes visited along the upward routes. After receivingconsistent routing information until...,,, it broadcasts the
DAO message, the DODAG root replies a DODAG Destinatioscheduled DIO message, and then doubles the length of current
Advertisement Object Ack (DAO-Ack) message as a unicatitne period. This will continue until the length of the time
packet to the source of DAO message. If a new node wantspteriod reaches a previously defined maximum length...

join the existing DODAG, it can request topology informatiorDtherwise, the transmission of the scheduled DIO message is
from the adjacent nodes in the existing DODAGs by multicasterminated and the period starts over from a minimum length
ing a DODAG Information Solicitation (DIS) control message,,,;,,. As shown in Subfig. 1(b)zs receives the DIS message
without a Solicited Information option, or with a Solicitedwithin the 4 period, the Trickle algorithm restarts again from
Information option and all predicates matched in the Soliciteg, ;,,.

Information option. _

In order to share the topology and routing informatiof: Ybil Attack
among nodes in DODAG, each node periodically broadcastdn RPL, a new node utilizes the Solicited Information option
DIO messages according to the Trickle algorithm [35]. Thand DIS messages to request DIO messages from neighboring
Trickle algorithm is a density-aware local communicationodes to join the existing DODAG. In addition, a new node
primitive with an underlying consistency model to dynamicallgan specify a number of predicate criteria in the Solicited In-
guide and adjust the emission of DIO messages to achieve themation option to be matched by a receiving node to achieve
goal of reducing energy consumption through minimizing thihe goal of limiting the number of DIO replies. However, the
redundant DIO messages. In other words, the emission rBS transmission mechanism can be exploited by an adversary
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o1 110 consumes more energy. In Subfig. 2(b), we observe the change
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S009)- o - o g oy, —eweondsed) gyl attack. As shown in Subfig. 2(b), without sybil attack,
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(a) Energy Consumption (b) DIO Timeout Period malicious noden,, frequently multicasts DIS messages with

Fig. 2. The performance of energy consumption and DIO fimeout peri 0f(|jct|t|ous identifies to trigger the Trickle algorithm restart from

against elapsed simulation time, where exp() is an exponential function. Umin-

IV. THE PROPOSEDGINI INDEX-BASED APPROACH

to attack the network as well. If the malicious node generatesin this section, we first present the adversarial model and

and multicasts a large number of DIS messages piggybackgén propose a Gini index-based countermeasure, also referred
with different fictitious identities, all receiving nodes willtg asGINI, to detect and mitigate sybil attack.

believe that new nodes want to join the network, and then
restart the Trickle algorithm from the beginning repeatedf:. Adversary Model

and broadcast an excessive number of DIO messages. FONe consider an LLN running with RPL, where a set of
example, in Subfig. 1(c), suppose thaf, is a malicious resource-constrained nodes and one DODAG root commu-
node and multicasts multiple DIS messages piggybacked Wiiftate directly or indirectly through lossy links. Each node
randomly generated different fictitious identities to all itgs uniquely identified by a node ID, e.g., a media access
neighbor nodes., ns, andn,. When the neighbor node, e.g.control (MAC) address (48 bits). For the simplicity, we assume
ny, receives multiple DIS messages with different identitiethat RPL only maintains one DODAG structure rooted at the
it believes that multiple new nodes wish to join the networkODAG root in this paper. An adversary is able to capture
and request for current network information. According tand compromise a legitimate node, gain access to all stored
RPL, ny restarts the Trickle algorithm fromy,,;,, repeatedly, information including public and private keys, and reprogram
and then broadcasts multiple DIO messages piggybacked Witko behave maliciously. In addition, the malicious node may
current network information at a random time in the secongfeate the fictitious identities derived either from its own MAC
half of ¢,,;,. As a result,ny receives an excessive numbepddress or a randomly generated fake MAC address. Due to
of DIS messages and broadcasts a large number of D& constant size of MAC address (e.g., 48 bits), it is not
messages, which significantly exhausts energy resource g@ranteed that every randomly generated fictitious identity is
communication bandwidth, and finally causes to run out different from all real MAC addresses used in the network.
of its energy and suffer from denial of service. However, the probability of generating a fake MAC address
In Fig. 2, we measure the total energy consumption efhich is same as the existing address in the network will be
ne, ny, andng and the DIO timeout period of; against extremely low and close to zero, because the 24-bit address
simulation time by changing sybil attack ratggil,;), where space contain@?* possible MAC address§86]. Thus, we
the network topology shown in Subfig. 1(c) is considereithplicitly assume that the randomly generated fictitious iden-
for the simulation of preliminary results. In this paper, sybiity does not exist in the network and will be considered as
attack ratesybil,¢ is the frequency that malicious node mulnew identity by legitimate nodes.
ticasts a DIS message piggybacked with randomly generated .
fictitious identity. As shown in Subfig. 2(a), the total energf- Gini Index-Based Countermeasure
consumption ofie, ny, andng without sybil attack §ybila.s The basic idea of the propos&INI countermeasure is to
= exp(0 pkt/sec)) is significantly lower than the total energyse the statistical properties of identities to detect and mitigate
consumption under sybil attack. This is because sybil attasibil attack. To be specific, tH@INI measures the dispersity of
launched by malicious node,, causesn., ny, andny to the identities in the received DIS messages to detect whether
receive and broadcast more control messages, consumintpege is a sybil attack based on the Gini index theory [37]. If
significant amount of energy. In addition, the total energso, theGINI triggers the attack mitigation process to eliminate
consumption ofn., ns, andn, under sybil attack increasessybil attack.
as the sybil attack rate increases fregbil,;, = 0.5 pkt/sec First, each node records a trace of the received DIS
to sybil, = 4.0 pkt/sec. With a larger sybil attack ratemessages from newly joined nodes during each observation
more DIS messages with fictitious identities are generated
and multicasted by malicious nod;em, As a result, Ne, 1Traditional MAC addresses are 48 bits. The leftmost 24 bits called a

d . | b f DIS r%E{efix" is associated with the manufacturer, which is assigned by the IEEE.
ny, andn, receive a large number o messages anife rightmost 24 bits of a MAC address represent a manufacturer-assigned

broadcast the corresponding number of DIO messages, whitehtification number for the specific device.
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window periodw and maintains a new node trace tab¥el  Notations:

to monitor any potential DIS message forwarding misbehavior TT, N, Gini(D), catk, detatk, Cwin, A4, 8, @, 7, €, andteyr:

of its neighbor nodes. Due to the limited storage space, tRefined before. o

traces recorded in the previous observation window period,”*a¢: andd”: The number of samples in clagand the number

. . - of'total samples.

where the traces tlmestamped less than - w, will b.e evicted wF: The timeout of thek' observation window period at node

from the table. Heret.,,, is the current system time, and

is a system parameter and its impact on the performance dspkt[n.q4, type]: A packet containing a node IDn{;) and packet

observed in Section VI. An entry of the TT consists of nod&pe type). Here,type can beDIS DIO, Alarm, or Isolate.

identity in the received DIS message,(,.) and timestamp n:)(;g‘;(m’ n;, type): The noden; receives thetype of packet from

.(t.s). For ex_ample, in Subfig. 1.(a), a new nodg wants to rejc(nz-, n;, DI = true

join the existing network, so it multicasts a DIS message 77, = 7T, U [n;, tew;

to probe for the DIO messages from adjacent nodes. Whenwhile t..,, < w¥

an adjacent node, e.guy, receives the DIS message, it first for i = 1mt(f>cN

records the received DIS message and adds an entry into the Pi = "o 5

TT, TTy = TTy U [np, tewr). And then, it terminates the Glgfﬁfgiém%iﬁ”

scheduled transmission of DIO message, restarts the Trickle" Gémz‘(]_aF]) = > Theinisi

algorithm from a period of a mi_nimum Ieng%in, and then _ (I;artcl;a;;as}Alarm packet;

broadcasts the DIO message piggybacked with currentrouting ;¢ ., = Catk

information. \dio = § +“’jp”_ el -detark:
Second, when an observation windowends, each node if coux > €

measures the dispersity of new nodes’ identities based on Broadcastsolate packet;

Gini index theory [37]. Gini index is an impurity-based

criterion that measures the divergence between the probability  Fig. 3. The pseudocode of the proposaiNI algorithm.

distributions of the target attribute’s value. Suppose that a set

D contains samples froniV classes, angh; is the relative with the previous observation window period’s Gini impurity

frequency of samples in classin D. The Gini impurity Gini(D;_) according to

Gini(D) is then defined as Gini(D;)—Gini(D;_1)
1, Gini(D;_1) 2> ThGini,i
Atk(D;) = (2
N O Gini(Di)—Gini(D171) <= Th o
Gini(D)=1-> p?. (1) ) Gini(Di_1) Ginii
i=1 Here, Atk(D;) = 1 indicates that there is a potential sybil

o ) ] ] ) attack existing in the networkl'hgin; ; is a threshold value
The Gini impurity reflects the impurity level of a set of infor-ypqated by the low pass filter with a filter gain constant
mation. Specifically, when the samples are equally distributed

among allN classes(Gini(D) reaches the maximum value (1 Theinii = - Theh; + (1= a) - Thainii-1, - (3)
— ). However,Gini(D) reaches the minimum value zerowhereTh’ . is the average threshold value of Gini impurity
when all samples belong to one class. In this paper, we ysgr all past observation window periods, &fitlini i1 is
the Gini impurity to measure the dispersity of new nodeghe threshold value of Gini impurity in the— 1t* observation
identities in the received DIS messages and detect the potenfjgdow period.
sybil attack. If there is no sybil attack, the Gini impurity of the  Third, once sybil attack is detected by the Gini impurity
identities of newly joined nodes varies in a normal range, sing@tection mechanism, the attack mitigation procedure will be
the number of newly joined nodes is small, and the identiti(gsggered to mitigate sybil attack by limiting the DIO message
have a relative stable distribution. When sybil attack exists faplying rate. In order to take into account the actual state of
the network and the attacker multicasts an excessive NUMBRS network and react to varying attack patterns quickly, we
of DIS messages with different fictitious identities, the Ginpropose to utilize an adaptive DIO message replying rate to
impurity of the identities in the received DIS messages Wifetermine how many DIO messages should be replied within
be influenced and exceeds the normal range. each observation window. The node who detects sybil attack
In light of these, the entire identity set or MAC addreswill construct anAlert packet and broadcast it to all adjacent
space 2?%) is equally divided intoN classes, each nodenodes to announce the potential sybil attack nearby. When a
obtains the identities of the received DIS messages from thede receives thalert packet, it will reduce the DIO message
TT and calculates the probability distribution of identitiegeplying rate in the next observation window according to the
in the identity classi within observation window period>.  function A%°, which has the following form,
We defineD; as the set of new nodes’ identities in ti& dio _ g T—detypn-n 4
observation window periods®. Then, each node computes AT =0t p-e ’ )
the Gini impurity of the identities in the received DIS meswhere §, ¢, and v are system parameters. Herg,is an
sages withinw’ according to Eq. 1, and compar€8ni(D;) asymptote to ensure that th&*° never reach 0, so that thie
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number of DIS messages can be replied even when the sybil samples distribute among ® S,

attacker aggressively performs attack.is used to quickly
increase the DIO replying rate if there is no sybil attagk.
has an impact on the change »f°, and a larger value for
v leads to a smaller? being reached quicker generally. In
Section VI,0 = 3, ¢ =5, andy = 0.5 are adoptedlet . is the

[

accumulated detection rate of sybil attack, and is represented| = % S rr+-*- Sz S S Sea Sep rrreees Sie S Sy
as C Sv D
tk et
detatk == ) (5) . . L L
Cwin Fig. 4. An example of centralized sample distribution. HareetD is divided

where ¢y, is the total number of detected sybil attack ac-
cording to Eq. 2 and,,;, is the total number of observatio

windows. The rationale behind this design is that the D PP 0;1!__%_

message replying rata?° can change based on netwo ©¢ /* s e S
conditions. If an attacker is aggressive, the DIO mess £/ STl T e
replying rate \%° drops quickly and increases slowly onc %ois 5/ %0:5 T e T
the attack stops. If there is no sybil attack, the DIO mess %[ / g0 e 1
replying rate A% can be maintained at a high level. Whe ﬁz g =100 22 s o5 e
the total number of detected sybil attack reaches a cer oz} it ICEY ot

threshold valug, the detecting node will broadcast ksolate

into N classes, and samples distributed among cfas$o Sy.

packet to its one-hop neighbor nodes to prevent them from

receiving any DIS messages from the local area. For example, o )
ig. 5. The change of Gini index value against the number sampled classes

in Subfig. 1(c),n; can decide whether to reply the receive@* and the number of classés

DIS message based ovf*® during each observation window.
If n,, continues to perform sybil attack, theé? will quickly
drop, indicating many received DIS messages will be ignore
If the sybil attack disappears for a certain amount of time (e.g
two continuous observation windows), will increase A%
slowly. Major operations of th&INI are summarized in Fig.
3.

C. Analysis of The Gini Index Theory
In this subsection, we analyze the Gini index theory i

terms of the value of Gini index by changing the number{

window periodw’**, where thel;,

of sampled classes$™, the number of classebl, and the
number of total sampleg*. As shown in Fig. 4, a seb is

equally divided intoN classes, where each class is denot(%)é

by S; (i € [1, N]). The d* samples are uniformly distributed
amongk consecutive classek (< N). As shown in Subfig.

1

3 4 5 6 7
Number of Sampled Classes

8

9 10

10 11 12 13 14 15 16 17 18 19 20

Number of Classes

d V. ANALYSIS OF THE PROPOSEDCOUNTERMEASURE

“In this section, we analyze th&INI countermeasure in

5(a), the overall Gini index value increases as the numq§r
of sampled classes increases. Here, the increasing numbe]re

sampled classes indicates that the samples will spread o
more classes. Since the samples distribute over classes

evenly, the Gini index value is increased. However, as the tofalg

number of sampleg* increases, the Gini index value does n
change. In Subfig. 5(b), as the number of claddescreases

from 10 to 20, the overall Gini index value significantlya
decreases. This is because the increasing number of clas

makes the samples more centralized in a certain nhumber
classes, as a result, the Gini index value decreases base

the Gini index theory. In addition, a larger Gini index value is
asmac

S
(0)

amo

?[e

terms of detection rate. According to Eq. 2, if the relative
increment of the Gini impurity of current observation window
period to that of previous observation window period is larger
than a threshold value, the sybil attack can be detected.
Otherwise, it results in the miss detection of sybil attack.
Por example in Subfig. 1(c), suppose that the malicious node
m Starts to launch sybil attack from thier- 1** observation
number of DIS messages
ggybacked with randomly generated different fictitious iden-
ies are multicasted. Here, it is reasonable to assume that
the d;, , number of fictitious identities are equally distributed
ng allN classes of the entire MAC address space. This
cause the malicious nodg, does not know how the
imate MAC addresses are assigned, it only can randomly

herate the fictitious identities and piggyback them in the DIS
%sages. In addition, letf and S* be the number of DIS

observed with a larger number of sampled classes. Compare

sages with valid identities from legitimate nodes within
%he it" observation window periods’ and a small set of
consecutive classes where thg number of valid identities
re generated, respectively.

irst, in the observation window periogd ™!, since thel; ,

4, can be approximated by

number of fictitious identities are equally distributed among all
on o X SR
classes, the number of fictitious identities in clastenoted

to a smaller number of sampled classes, a larger number of dr,,
sampled classes makes samples more evenly distribute over mac; ~ }V (6)

more classes. Thus, the Gini index value is larger than that of

a smaller number of sampled classes.

So, the relative frequency of fictitious identities in classzan
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Fig. 6. Detection rate against the number of claddethe number of sampled class&$, and the threshold valu€h g, ;.

be represented as

Third, according to Eq. 8 and 10, the relative increment of

i the Gini impurity between observation window periot and
mac; dij\yl 1 @) w1, denoted admp’, can be represented as
! i+1 i+1 N

Thus, the Gini impurity of thed;,, number of fictitious

Gini(dy)
identities within thei + 1t" observation window period+? (-5 -(0-%) 1)
can be observed as 1- 3
1 1
N _ S N
Gini(di;,) =1— p? I- sL
i]:Vl Finally, the detection rate and miss detection rate of sybil
—1_ Lo attack can be represented as
- Z(N) (8)
i=1 1L .
1 Si*_ ™ > Thginii = detection
=
N-(5)? . (12)
1 S?_j <= Thgini,i = miss detection
= 1 _— S*
N

In Fig. 6, we show numerical results of detection rate of

Second, using the same idea, the relative frequency of &&il attack against the number of clasdésthe number of
d number of valid identities in clagswithin the observation sampled classes™, and the threshold valu&hgi,:. Here,

window periodw’ can be represented as

j=1,2,...,8"
j=8*+1,8+2,...,N

L
5%

p; = 0,

9)

the number of classebl varies from 10 to 40, while the
number of sampled classé§ is set to [2, 8]. The threshold
value Thgin; is between 0.1 and 0.7. As shown in Subfig.
6(a), with the threshold valu&hg;,; = 0.2, the detection
rate can be maintained as high as 100% as the number of

Thus, the Gini impurity of thel: number of valid identities classesN increases. Whef'hg;,; = 0.3, the sybil attack
within the i*" observation window period’ can be observed cannot be successfully detected as the number of cldd¢ses
as

N
Gini(d}) =1-> p}
i=1

varies from 10 to 15. Since the number of sampled classes
S* is close to the number of classBis the Gini impurity of
the identities distributed ove§* andN is also very close. As
a result, the adversarial scenario and normal scenario cannot

o v be clearly distinguished and the sybil attack is not able to be
detected. In Subfig. 6(b), the overall detection rate decreases
=1— 2 2

o
=1-> p
=1

(10)

as the number of sampled class&sincreases. With a larger

S*, the identities are distributed over more classes in the
entire MAC address space, resulting in a larger Gini impurity
within the observation window period. As a result, the relative

1 increment of two consecutive observation window periods
=1-5" (§)2 becomes smaller, and the sybil attack cannot be successfully

1 detected when the relative increment is less than the threshold
T

value. As theT hqin; increases to 0.2, a lower detection rate
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is observed with a varying*. In Subfig. 6(c), as the threshold events exceed the threshold value, the monitoring node
value Thgin; increases, the overall detection rate decreases. suspects the forwarding misbehaviors of the neighbor
Since a largerT'hgin; requires a larger increment of Gini node and sends the verification packet to the DODAG
impurity between two consecutive observation window periods root to verify whether the sending or forwarding packet

to detect sybil attack, a lower detection rate is observed. was received or not.

VI. PERFORMANCEEVALUATION AND ANALYSIS B. Smulation Results and Analysis

A. Smulation Testbed and Benchmark Schemes First, we measure the detection rate by changing the sybil
We conduct extensive simulation experiments using OMttack rate in Subfig. 7(a). As the sybil attack rate increases,
NeT++ [12] to evaluate the performance GfNI. A 100 x the overall detection rate @INI, SecRPL, and TwdStep sig-
10072 square network area is considered, where 20 nodes aiifitantly increase. This is because more malicious DIS mes-
one DODAG root are uniformly distributed. The radio modedages with fictitious identities are generated and broadcasted
simulates CC2420 with a normal data rate of 250 Kbps, amgdth a larger sybil attack rate, more sybil attack attempts can
802.15.4 MAC/PHY operates with a default configuration ibe detected. As a result, the overall detection rate increases.
the 2.4 GHz band [38]. The communication range of eadthe highest detection rate is observed®WI because each
node is 30 meters. To emulate the scenario that a node ruogle calculates the Gini index value of two consecutive
out of its battery or is damaged and new nodes are deploye#servation windows to detect any abnormal change of DIS
1 to 3 legitimate nodes are randomly generated and join theessage receiving rate, more sybil attacks can be detected
network. 1 to 3 malicious nodes are randomly located in thghd a larger detection rate is achieved. The SecRPL deploys
network, and multicast malicious DIS messages with sykil pre-specified threshold value of DIS messages to detect the
attack rate from 0.1 to 3.0 pkt/sec. Here, sybil attack rate is thgbil attack. However, when the number of received malicious
number of DIS messages with fictitious identities broadcastBdS messages is less than the threshold value, the sybil attack
by a malicious node. The total simulation time is set to 10Qan not be detected. As a result, the total number of detected
seconds, and each simulation scenario is repeated 5 timesybil attack decreases, and the detection rate of SecRPL is
obtain steady state performance metrics. In this paper, Yegver than that ofGINI. The Twq Step shows the lowest
measure the performance in terms of detection rate, isolatigtection rate. In the Twdtep, a node collects the DIS
latency, and energy consumption by changing key simulatipfessage receiving rate from all its one-hop neighbor nodes
parameters, including sybil attack rate§il,..) and the size to detect the potential sybil attack. However, the malicious
of observation window). node actually broadcasts malicious DIS messages, which will
We revisit prior SecRPL scheme [10] and two-step detectigficrease the DIS message receiving rate of all neighbor nodes.
approach (TwoStep) [11], and modify them to work in the Subsequently, the average DIS receiving rate of neighbor
framework for detecting sybil attack. The original idea of thesfodes increases, the detection node can not successfully detect
two benchmark schemes are briefly discussed below: sybil attack by comparing its DIS message receiving rate with
« In order to defend against a DAO insider attack in RPlaverage rate. Therefore, the detection rate of _T8tep falls
a defense mechanism named SecRPL is proposed.b&#hind GINI and SecRPL.
SecRPL, each parent node associates a counter with evergecond, we measure the isolation latency by varying the
child node in its sub-DODAG. When the number obybil attack rate in Subfig. 7(b). The isolation latency is the
forwarded DAO messages for a child node exceedsamount of elapsed time whdgolate packet is broadcasted. It
pre-specified threshold value, the parent node discaidsshown that the lowest isolation latency is obtained by the
any received DAO messages piggybacked with the prefd{NI. Since a larger number of sybil attack can be detected
of the respective child node. To avoid blocking DAQwithin a short amount of time, when the number of detected
messages from legitimate nodes, the counter of forwardgybil attack reaches a threshold value, lapiate packet can
DAO messages is reset between each two consecutiebroadcasted earlier. The SecRPL provides a larger isolation
DIO messages. In other words, the counters for all childtency than that ofGINI. This is because the SecRPL has
nodes will be reset when the parent node sends out a Dlfwver detection rate and some sybil attack attempts can not
message. be successfully detected. As a result, the number of detected
« A two-step detection approach consisting of local morsybil attack needs a long period of time to reach the threshold
itoring and global verification is proposed to defendalue to broadcassolate packet, and a longer isolation latency
against blackhole attack in RPL-based networks, wheie observed. The highest isolation latency is obtained by the
a malicious node silently drops all the received Dat@wo_Step because it has the lowest detection rate and more
packets. In particular, each node observes the forwarditigie are needed to detect enough sybil attacks to isolate the
behaviors of one-hop neighbor nodes by overhearing Datelicious nodes.
packets transmitted by its neighbor nodes. If a node doesThird, the energy consumption oBINI, SecRPL, and
not overhear the Data packet transmitted by a neighbbwo_Step are measured by changing the sybil attack rate in
node, the misbehaving activity of neighbor node is insubfig. 7(c). In this paper, the detection cost of tG&NI
creased by one. When the detected misbehaving activitgn be categorized into communication cost and computation
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Fig. 8. The performance of detection rate, isolation latency, and energy consumption against observation window.

cost. Communication cost is the energy consumption doeplying control messages.

to message forwarding and receiving, which_ is measured,:ourth, we measure the detection rateGoNI by changing
based on the number of forwarded and received messaggSsize of observation window in Subfig. 8(a). When the sybil
(e.g., DIS and DIO messages). Computation cost comes Whifck rate is large enough (e.gybil,., = 2.0 pkt/sec), the
calculating the Gini impurity of current observation windoWjetection rate ofGINI can be maintained as high as 100%
period and comparing it with the Gini impurity of previouSyithout being affected by the size of observation window.
observation window period. However, the energy consumpns s pecause a large number of malicious DIS messages
tion of internal operations is negligible compared to that gfe generated and broadcasted by malicious nodes with a
communication operations, such as transmitting and receivir&gger sybil attack rate, the difference between the Gini index
operations executed in a wireless network interface card (NIGajue within two consecutive observation windows is always
Thus, the energy consumption is only measured based on fli@er than the threshold value, all sybil attack attempts can
number of forwarded and received messages [39]. As the syl detected. With a lower sybil attack rate suchsgilqx
attack rate increases, the energy consumption of three schemesg pkt/sec, as the size of observation window increases,
increase. With a larger sybil attack rate, more malicious Dife detection rate oBINI increases as well. Since a larger
messages will be broadcasted by the malicious nodes. Thyisservation window makes the legitimate node receive more
the legitimate nodes receive more DIS messages as wellggiicious DIS messages, more sybil attack can be detected

broadcast more DIO messages, which results in a significgify an increment can be achieved in the detection rate.
energy consumption. However, the energy consumption of

GINI is lower than that of SecRPL and Tw8tep. This is
because th&INI can isolate the potential sybil attack earlie

Fifth, the performance of isolation latency and energy
consumption ofGINI are shown in Subfig. 8(b) and Subfig.

than SecRPL and Twitep, the legitimate nodes @INI wil %(c), respectively. In Subfig. 8(b), as the size of observation

. dow increases, the isolation latency GINI increases.
receive and reply a less number of control messages (e.g., Rl .

. ince each node can only detect the sybil attack attempt
and DIO) and a less amount of energy will be consume

The highest energy consumption is achieved by Totep at the end of observation window, when the observation

because the sybil attack can not be mitigated at the earligv'PdOW is extended, the detection of sybil attack in each

0 (Tervation window will be delayed. As a result, the overall

convenience, more energy has to be spent on receiving and _.. g : ) .
isOlation latency is increased as the size of observation window
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increases. With a larger sybil attack rate, a lower isolatidlAC address to create DIS messages with fictitious identifier.
latency can be achieved because the required number of sysila result, the MAC addresses in the received DIS messages
attack detection can be achieved within a less number of aandomly spread out in the entire MAC address space, which
servation windows, and thisolate packet can be broadcastedtauses the Gini index value to increase significantly. However,
earlier. In Subfig. 8(c), the energy consumption increases ibithe MAC addresses of all legitimate nodes in the network
the size of observation window increases. Within a longare also randomly assigned and distributed in the entire MAC
observation window, each legitimate node will receive moreddress space, the proposed Gini index-based countermeasure
malicious DIS messages and reply more DIO messages wipeabably cannot accurately detect sybil attack because the Gini
the malicious nodes increase sybil attack rate. As a restifigdex value in normal and attack scenarios does not have
each legitimate node will consume more energy and the overgtinificant difference.
energy consumption will be increased. To see the full potential and overcome the intrinsic weakness
of the GINI, we plan to investigate the following for further
improvement and extension. We propose to let each node

In this section, we first investigate the propos€lNl estimate the variation of received signal strength indication
in terms of design features, design constraint, and possiiESSI) based on Chebyshev inequality [40], [41] to assist
improvement. Then, we discuss the immunity of the proposete Gini index-based approach with detecting sybil attack.
GINI against other security attacks in the Internet of Thingsn any data sample or probability distribution, Chebyshev
inequality indicates that the strictly positive expectatiofX)
and the variancear(X) have the following inequality with
the discrete variable&:

In summary, theGINI is designed with three desirable fea-
tures: lightweight detection, quick adaptability, and complete P{X -B(X)| <e}>1-
isolation. First, according to the nature of detection mecha-
nism, theGINI belongs to monitor-based approach [16], whengq. 13 reflects that the random variabteis relative stable,

each node only passively overhears and records DIS messagién variancesar(X) tends to be zero. In addition, we can
from adjacent nodes to detect potential sybil attack. Compargsgkain

to acknowledgment-based approach, where a large number of
explicit control packets (i.e., acknowledgment (Ack) packet)
are generated to detect the potential adversaryGiiNt can
significantly reduce the number of generated control packets, X,
achieving the goal of energy saving. Second, Gl is E(X) :Z# (15)
sensitive and adaptive to the change of network state and ¢
can quickly react to different sybil attack patterns. When thﬂﬁus var(X)
sybil attack is aggressive by broadcasting a large number of
DIS messages with fictitious identities, t&NI can quickly X? X,
detect the sybil attack within two consecutive observation var(X) = (Z n )_ (27) : (16)
windows, and significantly reduce the DIO message replying ! !
rate to reduce the impact of sybil attack. However, if there Since most radio transceivers contains RSSI register, the signal
no sybil attack and the network structure experiences normalength of received packet can be easily obtained [42]. Thus,
change, the DIO message replying rate can be maintained gjtien a node receives an excessive number of DIS messages
relatively high level. Third, in order to completely isolate thérom adjacent nodes, it can easily obtain the RSSI information
potential adversary, when the number of detected sybil attagkreceived DIS messages to detect whether there is a sybil
reaches a threshold value, the detection node will broadcastag@tack. Here, the RSSI can be used to replace the variable
Isolate packet to prevent adjacent nodes from accepting any in Eq. 16. If the observed RSSI values of DIS messages
DIS messages from new nodes nearby. After a long periodare very stablepar(X) will be approaching to zero, which
time, theGINI will slowly increase the DIO replying rate to indicates that all DIS messages might be broadcasted by the
probe for network state. potential adversary. However, the essential prerequisite for
TheGINI has one design constraint that needs to be furthgsing this RSSI-based approach is that the adversary does not
discussed for further improvement. TH@INI is designed vary transmission power of DIS messages to trick the receiver.
based on an assumption that the MAC addresses of all le-
gitimate nodes in the network are assigned and central|2§d
in a small set of consecutive classes, rather than randomly
distributing among all classes of the entire MAC address In this subsection, we discuss tNI to see whether it is
space. Since the adversary does not know exactly how themune to other three well-known attacks: DAO insider attack
MAC addresses of legitimate nodes are assigned, it only dd®], DIO suppression attack [43], and energy depletion attack
use randomly generated fictitious and unreachable destinatjié4].

VIl. DISCUSSION

A. Design Features, Design Constraint, and Possible Improve-
ment

X
%(2). (13)

var(X) = B(X?) — BE(X)? (14)

can be represented as

Immunity to Other Attacks
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1) DAO Insider Attack: In RPL, the DODAG Destination 1(c), suppose that the malicious nadg sends a packet with
Advertisement Object (DAO) messages are generated by the source route 4., ne, 74, na, nr, nx]) to destination
child nodes and sent to their parent nodes to build downwardden x. Here,nx is the fictitious destination node address
routes. However, an adversary can send fake DAO messageth#t does not exist in the network. In the GIMl, can record
its parent nodes periodically to trigger parent nodes to forwattte destination node addresses of received packets within a
the fake DAO messages upward to the root node. This attaake period, and then calculate the Gini index value. If the
is similar to sybil attack and it can be easily detected by th&ini index value is larger than the threshold value, it claims
GINI. For example in Subfig. 1(c), suppose that adversary to detect energy depletion attack performed by child nege
periodically generates and sends fake DAO messages with
fictitious identifies to legitimate node;. However,ny can
record a trace of the received DAO messages during eachn this paper, we focus on the study of RPL security in the
observation window and measures the dispersity of identitiesalm of l0T. The basic operations and potential vulnerabilities
of DAO messages. If the difference of the Gini index valuef RPL are first summarized and analyzed. Then, a Gini index-
between two consecutive observation windows is larger thamased countermeasure is proposed to detect and mitigate sybil
threshold value, the DAO insider attack can be detected, amtack. Extensive simulation results show that the proposed
ny can significantly reduce the DAO messages forwarding rateuntermeasure can not only accurately detect and efficiently
to defend against DAO insider attack. mitigate sybil attack, but also significantly improve the per-

2) DIO Suppression Attack: A malicious node can pe- formance in terms of detection rate, detection latency, and
riodically replay previously overheard DODAG Informatiorenergy consumption, indicating a viable approach against sybil
Object (DIO) messages to induce victim nodes to supprestsack in 1oT. As a future work, since radio propagation and
the transmission of DIO messages, which are the RPL contigl channel dynamics cannot easily be captured by simulation,
messages necessary to build the routing topology. The Dif2 plan to develop a small-scale testbed and deploy a real
suppression attack can cause a degradation of the routestwork composed of TelosB motes in an indoor environment
quality, and eventually leads to network partitions. Unlikeo see the full potential of the proposed countermeasure.
other RPL attacks, the DIO suppression attack does not require
the adversary to steal cryptographic keys from legitimate ACKNOWLEDGMENT
nodes. Thus, it is not trivial to avoid DIO suppression attack, This research was supported by Startup grant in the Weis-
but this attack can be detected by tG&NI. For example in berg Division of Computer Science and 2019 Summer Re-
Subfig. 1(c), suppose,, periodically broadcasts the over-search Award at Marshall University. This work was published
heard DIO messages with a fixed interval to suppress tfepart at the 2019 IEEE/AFCEA Military Communications
transmission of DIO message of;. In the GINI, ny can Conference (MILCOM) [45]. The author would like to thank
record the identifiers of the received DIO messages from onRe four anonymous reviewers of MILCOM for providing their
hop neighbor nodes within an observation window, and theanstructive comments to improve the overall quality of the
calculates the Gini index value. If the Gini index value is clos@anuscript.
to zero,n; can detect the DIO suppression attack. This is
because the adversaty, only replay the previously overheard REFERENCES
DIO messages, the identifiers of all received DIO messagef m. conti et al., “Internet of Things security and forensics: Challenges
will be centralized in one class. As a result, the Gini index and opportunities,Future Gener Comput Syst, vol. 78, pp. 544-546,

: 2018.
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sends a large number of packets with fictitious destinatiofs] “Cisco Connected Grid Security for Field Area Network - White Paper,”
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. . . T. Winter and P. Thubert, “RPL: IPv6 Routing Protocol for Low-Power
mediate nodes located along the forwarding path, and finally” ang |ossy Networks RFC Standard 6550, March 2012.
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this attack can be successfully detected by the GINI. In Subfig. 2018.

VIIl. CONCLUSION AND FUTURE WORK
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